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Introduction

I TrInc: Trusted incrementer

I Monotonic counter and a key

I Trusted Platform Module (TPM)



Background

I Equivocation

I Trusted hardware



Design

I Preventing equivocation

I API depends on internal state

I Trinkets (communicate over USB or other channel)



Design

I Private/public key and identity

I Attestations

I Certificates

I Checking attestations

I Counters (and metacounter)

I Queue of attestations



Analysis

I Equivocation

I Timeliness

I Minimality



Case study: A2M

I Trusted logs (append)

I Attestations for actions (appending, deleting, lookups)

I Decreased complexity



Case study: PeerReview

I Enabling accountability by using witnesses

I Interaction among witnesses

I Clear proof of misbehavior

I Challenge-response no longer needed, no witness-to-witness
communication



Case study: BitTorrent

I Open incentives

I Under-reporting pieces to peers to obtain higher download

I Count number of pieces recieved



Implementation

I Gemalto .NET SmartCards

I Slow!



Evaluation: A2M



Evaluation: PeerReview



Evaluation: BitTorrent



Conclusion

I Need for hardware

I Slow– not acceptable for some protocols

I Adoption


