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Target and Motivation

● Cooperative services where authority admits 
nodes (provides bound on Byzantine nodes)

● Models exist for Byzantine or Rational nodes, 
but not together



  

Model

● Protocols provide guarantees under two 
classes

– Incentive-Compatible Byzantine Fault Tolerant

– Byzantine Altruistic Rational Tolerant

● For co-worker, dormitory, or non-profit group 
backup, with authority to distribute keys and 
admit nodes



  

Architecture



  

State Machine

● TRB

● Message queue, bubbles

● Balanced Messages

● Penance

● Timeouts and Garbage Collection

● Global Punishment



  

Partitioning Work

● Guaranteed Response

● Witness Node

● State Limiting



  

Backup Application

● Arithmetic Coding

● Commands

– Store

– Retrieve

– Audit

● Sanctions

● Recovery Mode
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